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To

The Director General of Police (all States/UTs)
Sub: ONLINE COURSE ON “SOCIAL MEDIA INVESTIGATION” (THROUGH CISCO WEBEX)

Sir,

Central Academy for Police Training, Bhopal has been established to provide training in different
fields to police, prosecution and prison officers. Due to the prevailing COVID-19 pandemic traditional
classroom training has been put on hold.

Rising to the occasion, CAPT has offers online course on "SOCIAL MEDIA INVESTIGATION"
(through Cisco webex) scheduled to be conducted from 24™ August to 28™ August 2020 for the officers of
the rank of Dy. SP and Additional SP.

Duration: One Week

Location: CAPT, Bhopal
Number of Participants: 30 Participants

Last date for acceptance or declination of the course is: 20™ August 2020
The following information is provided for better perspective of the course.

1. OBJECTIVE: The objective of the course is to enhance the techniques of social media
investigation of the participants.

2. DESCRIPTION: Social Media Investigation course is designed to enhance participants
understanding of how terrorist and terrorist organisations utilize social media for operations,
including recruiting, disseminating propaganda and coordinating activities. Through lecture and
practical exercises participants will learn how to monitor and engage in social media
communication to further terrorism investigation.

3. PARTICIPANT CRITERIA: As because this is a remote classroom environment the trainees
are expected to attend the class from 03:00 PM to 05:00 PM, they shall remain unavailable for
other work. Kindly direct the nominated officers to attend the class regularly. The other criteria is



a) Officers of the rank of Dy. SP and AddI.SP or equivalent.

b) Nominated officer must be a graduate with at least 2 years of active service.

c) Officer so nominated preferably engaged in investigation of computer related crime
including act of cyber terrorism.

d) Kindly nominate 03 detailed officers for this Course.

COURSE LANGUAGE : English

DRESS CODE: This course shall be offered as a virtual classroom where the trainees
can attend remotely from their home/office so the dress order of the trainees should be
Working Uniform/civvies, full suit or full sleeved shirt, tie & trouser with formal shoes
for gentlemen, and saree/salwar Kameez/Business suit for ladies.

LOGIN CREDENTIALS: Login credentials will be provided by the Academy after
receiving nomination and verification of participants from their respective department
and a link of the class will be sent on mobile of participants. After completion, of course,
an online certificate will be provided to them.

CONTACT DETAILS: Email/mobile numbers of nominated officers may be sent on email-
adindoor-capt@bprd.nic.in. In case of any assistance feel free to contact Sh. Amit Atut, Asst.
Director — 9630089521/ Shyam Sunder, Training Officer - 8085645500 and CAPT Control Room
—0755-2706000.

A Copy of this letter may be sent to the nominees also so that they can adhere to the instructions.

With warm regards

Yours Sincerely,

(Amit Atut)
Asst. Director (Trg)
CAPT, Bhopal
Email - adindoor-capt@bprd.nic.in



GENERAL INSTRUCTIONS

. All the Police organizations/states/UTs, CPOs and the CAPFs are requested to encourage

all their officers/trainees to obtain NIC e-mail IDs and forward them along with their

nominations. In the initial phase, not many would have NIC IDs, Hence their current e-

mail IDs will be accepted for registering them and forwarding course link for online

classes.

. All the participants must ensure that they must have hi-speed internet connectivity so that

the e-learning can go uninterrupted and without buffering.

. The trainees must be sensitized that the deliberations during the training

sessions/materials are confidential. These are meant strictly for his/her learning and

cannot be shared on any social media platform with any unauthorized person.

. Participants will move to next session only after completion of previous session test

paper.

. Course completion Certificate will be

. The Cyber coordination Centre (CYCORD) of MHA has issued an advisory for e-

meeting, e-training, e-classes etc. The broad objective of the advisory is to prevent

unauthorized access to meeting/classes and focus on:

1) Under no circumstances, the “Link” for a particular e-learning class should be shared
on any social media or any other platforms as it can allow anyone to get the link and
join the e-class and privy to the entire proceedings.

i) Preventing unauthorized participants to carry out malicious activities in the
class/meeting.

iii) Avoiding DOS attacks by restricting access by password for each meeting/classes.

iv) Setting a new user ID and password for each meeting/classes.

v) Enabling waiting room, so that every user can enter user can enter only when the
Administration/Faculty conducting the class admits him.

vi) Administration/faculty conducting the class should electronically ‘end’ the class just
not leave, once it is over.



