POLICE DEPARTMENT

KERALA

No. E1(b)-11451/2025/Cyb(7)
Cyber Police Headquarters,
Thiruvananthapuram
Bdadgpcyberops.pol@kerala.gov.in
04712726522

Dated. 24-07-2025

Quotation Notice

01. Sealed quotations are invited for the ‘Subscription of
Firewall - 5 Clients, 3-year License (minimum) for the
digital investigations in Cyber Operations’.

02. The quotation should be submitted in a sealed
envelope superscribed with the name of the Tool and
addressed to the Inspector General of Police, Cyber
Police Headquarters, Pattom, Thiruvananthapuram.

03. Intending suppliers may submit their quotation on their
letterhead along with TIN/CST/GSTIN number.

Quotation No 35/Cyb/2025

o Subscription of Firewall - 5 Clients, 3-
Superscription | yearLicense (minimum) for the digital
investigations in Cyber Operations.

Firewall
e Stateful packet inspection

e Reassembly-Free Deep Packet
Inspection

e DDoS attack protection
(UDP/ICMP/SYN flood)

e IPv4/IPv6 support

e Biometric authentication for remote
access

e DNS proxy

e Full API support

e SonicWall Switch integration
e SD-WAN scalability
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Specifications:

E1(b)-11451/2025/Cyh(7

e SD-WAN Usability Wizardl

e Sonic Core X and Sonic OS
containerizationl

e Connections scalability (SPI, DPI, DPI
SSL) TLS/SSL/SSH decryption and
inspection

e TLS 1.3 with enhanced securityl

e Deep packet inspection for
TLS/SSL/SSH

¢ Inclusion/exclusion of objects, groups
or hostnames

e SSL control
e Enhancements for DPI-SSL with CFS

e Granular DPI SSL controls per zone or
rule Intrusion prevention

e Signature-based scanning

e Automatic signature updates

e Bi-directional inspection

e Granular IPS rule capability

e GeolP enforcement

* Botnet filtering with dynamic list
e Regular expression matching

e Anti-malware

e Stream-based malware scanning
* Gateway anti-virus

e Gateway anti-spyware

e Bi-directional inspection

* No file size limitation

e Cloud malware database VPN

e Secure SD-WAN

e Auto-provision VPN

e IPSec VPN for site-to-site connectivity

e SSL VPN and IPSec client remote
access

¢ Redundant VPN gateway

e Mobile Connect for iOS, Mac 0SX,
Windows, Chrome, Android and Kindle
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e Route-based VPN (OSPF, RIP, BGP)
Networking

e Port Shield

e Path MTU discovery

Enhanced logging

VLAN Trunking

Port mirroring (NSa 2650 and above)
Layer-2 QoS

Port security

Dynamic routing (RIP/OSPF/BGP)
SonicWall wireless controller

e Policy-based routing (ToS/metric and
ECMP)

e NAT

e DHCP server

e Bandwidth management

e A/P high availability with state sync
e Inbound/outbound load balancing

 High availability - Active/Standby with
state sync

e L2 bridge, wire/virtual wire mode, tap
mode, NAT mode

e Asymmetric routing

e Common Access Card (CAC) support
VolP

¢ Granular QoS control
e Bandwidth management
e DPI for VolP traffic

e H.323 gatekeeper and SIP proxy
support Debugging and diagnostics

e Enhanced packet monitoring
e SSH terminal on Ul

Management, monitoring and support.
Traffic visualization and analytics.
HTTP/HTTPS Web content filtering.

Due Date &
Time for
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Receipt of
Quotations:

Opening Date &
Time of 11/08/2025 at 11 AM
Quotations

Date up to
which the Rates
are to Remain
Firm

31-03-2026

Terms and Conditions:

01. The rates quoted should be for providing the subscription of
the tool mentioned.

02. Quotations received after the due date and time will be
rejected.

03. The maximum period required for completion should be
clearly mentioned.

04. Quotations with price variation clause or 'subject to prior
sale' condition will be rejected.

05. Acceptance of the quotation constitutes a concluded
contract. The successful Quotationer must, within a fortnight,
execute an agreement at their own cost, if required.

06. Withdrawal after acceptance or failure to execute the
Work/Supply as per specifications will lead to cancellation, risk
purchase, and recovery of loss.

07. The Government reserves the right to remove defaulters
from the list of Quotationers / Tenderers.

08. No price enhancement will be considered during the
currency of the contract.

09. Any attempt to influence officers through canvassing will
disqualify the Quotationer.

10. Non-completed works/supply may be done from another
source and losses recovered.

11. Proportionate forfeiture of security deposit will apply for
incomplete works/supply.

12. Government may set off dues from other contracts against
payable amounts.

13. Prices should include all taxes, duties, cesses, etc.

14. Payment will be made on submission of the invoice (in
triplicate) and based on the verification report of the
‘Work/Supply Verification Committee’ after completion of the
entrusted work/supply.
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15. Pre-receipted stamped invoices are required for payments.

16. The Quotationer shall quote rebate percentage, if any, for
early payment.

17. Any special conditions printed by the tenderer will not apply
unless expressly accepted in writing.

18. Advance payment is not allowed.

ANKIT ASOKAN IPS
Superintendent of Police
For Inspector General of Police (Cyber

Operations)
To : All DySsP/IsP in Cyber Division & Tele & Tech for wide publicity.
Copy To : 01. Inspector, Cyber Security for publishing on the official Police

website. 02. S, Tele & Tech HQ to display on 'notice board' and
inform existing firms. 03. IP C4C for follow-up action.
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