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Circular No. 13/2020

Sub: Production of electronic evidence in the Courts - Forensic
: guidelines for the selic‘é;Offjgers - Reg.
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4; Thg taptops,m mebue phones hard. dlSkS pen drwgs CDs, DVDs
etc (which are nof «evnd}ence per Se but are. suspected / claimed to
contain electrongc doeuments with evid

g[dentral value) qare also considered
as primary ewdence _but are often” marked ‘as “Material Objects”.
Although no party has right=to-ask-for a “copy” of a thing which is
marked as a “Material object”, the SC recently allowed the defense to
take copy of an electronic file in a electronic device which is marked as
“Material Object”

5. Copies of the original electronic documents (for example, a file
in a CD) are considered only as secondary evidence and its evidential
value can be proved only in accordance with the procedure prescribed
under Sec. 65B of the Act. In other words, the procedure prescribed
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under Sec. 658 is applicable only in the case of e!ectronic records whlch .
are produced as secondary (electronic) evidence.

6. - The admlssl_bl.l_lty of a computeroutput as an electronic evidence
depends on its satisfaction of the four conditions u/s. 65B (2) of the
Indian Evidence,Act and the person who produces the computer output
is expected to give a certificate or a statement that the computer
output satisfies the four COﬂdIt!OI‘IS u/s. GSB (2) to the best of his / her
knowledge and belief.

7. In order 10: achleve maximum accuracy, integrity and the
rehablilty, the Sec 65|§: - S

'L""'frg,to the cqmputer in the ordmary course of;ts actlwtfes,
9 properly '-establlshes the degree of accuraCYr "e"ab‘“ty and

h)' appropnately estabhshes 7 the;’ uahﬁ'catson and the official
position of the:expert who carries out the cyber forensic task and
who presents the evidence in the court of law.

8. In many cases practically it is not easy for the Investigating
Officer to obtain a certificate with 7(b) and 7(c) above. For example, a
certificate is difficult to obtain from an email operator (GMAIL, YAHOO
etc.) in case of an email being produced as evidence. This difficulty is
- because the computer in question may not be physically accessible to
the expert. Noticing this inability, the Hon. Supreme court has observed
that such a certificate is “not mandatory” in certain special cases (Shafi
Mohammad Vs. The State of Himachal Pradesh, SLP (Crl.), No.2302 of
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2017). This “not mandatory” clause is to be read only as “certain pieces
of information are not mandatory in the certificate” and not as “the
certificate itself is not mandatory”. For example, the expert is expected
to certify that the information contained in the electronic record was
_derived or was reproduced from the information fed into the computer
in the ordmary course of its activities and such a certificate is expected

e : ‘_to contam 7(a), 7(d), 7(e), 7(f), 7(g) and 7(h) above

9. . A list of such important details to be mcluded in. the certificate
- that is produced by the cyber forensic ﬁxpert in the court of law is given
-~ below: A annhigh .o
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9. 2 1} The detalls of the geographzcal location of the devuce and
of the organlzatlon where the device was found mstalled

9.2.2 - The hardware configuration of the device
9.2.3 The operating system 'speciﬁcation of the device
9.2.4 The network configuration, if any, of the device

9.2.5 A brief account of how the basic data was fed into,
preserved, and processed and how the .evidential information
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was produced by the device, all of which p‘réfe'rably supported .
by the IP addresses, date-stamps and time- stamps :

9.2.6 A statement by the cyber forenSIc expert who has
accessed the ‘device (and another statement by the person
responsﬂgle to administer the device) that thef.detaﬂs 9.2.1. to
9.2.5. above are correct to the best of his / her. knowledge and
‘ bellef Details as part of 9.2.1., 9.2.2., 9.3:%:, and 9.2.4.are not
mandatory if the device is physically inaccessible to the cyber
forensic expert and also to the investigation team (See 8 above).
In such cases the cyqer "orensnc expert is expected to mentlon

\ by ‘the éxg,eﬁ to set up the
g‘ g;therev,gdencewAlso /a brief

llgen wdew*Q 34s10 9.3.5.
he knowledge and belief

9.4 De'tails of “the. forenslc protocols, ‘processes and
procedures used to extract the ev:dence. These details mclude

941 A brlef account of how the pleces of basnc mformat{on were
extracted for the purpose of collecting the evidence (including

the basic forensic steps carried out by the expert using the
device mentioned in |tem 3 above)

9.4.2 The coanuratlon of the forensic hardware tools used in
addition to (and may be in combination with) the device
mentioned in item 9.3 above
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9.4.3 The configuration of each of the software tools used to
extract the evidence by using the device mentioned in item 9.3
above and also vide 9.4.2. above :

9.4.4 A proof of forensic authenticity of each of the forensic
software tool (ment;oned in 9.4.3. above) and the hardware tool
(mentioned in 9.4.2. above) both of which were used to extract
the evidence. [This proof can be in the form of a government
‘order or an article appearing in a world-renowned peer-reviewed
journal or any tecnqlcauﬁgocument that is convincing to the

_]udlaary In this_regar ttfi{,Da‘Efbert Conditions which are
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‘the ev _?-:These d|gftal gyod&ets mclud-'?"s‘creenshots, images,

“and _Video chppln_grsf sand their

ex detarls are

should include ™

9.5.1 The sOukcéﬁ%@éfa“’i‘ts;‘f*"*'s—‘p'et‘iﬁ’ffétion and the configuration of
the hex-editing software tool used by the expert to extract the
hex-details of the digital product

9.5.2 Output (which, in Computer Science, is called a hex-dump)
of the hex-editing tool after loading each of such digital
products. [Each of these outputs can be produced as a text file
in digital form. Such text files can be extremely large. For
example, the text file of the hex-dump of a digital image can
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have 50-55 A4 size pages and that of a 1-minute video clipping .
can have 70,000 to 80,000 A4 size pages but only 1 or 2 of
these pages can be relevant to the court case. See 9.5.3.
below.]

9.5.3 Screenshot of the relevant portions of each output
(mentioned in 9.5.2. above). [These relevant portions include
the portions that mentions the configuration of the device (for
example, the camera) used to capture the particular digital
product including the date-stamp and time-stamp of capturing
(and also the Iocatlon of capt,u_rmg! if provided there). If the
digital product w; &) [ d'te"fo_ manipulated, then the above
- relevant_portions shoulc : §talls of the 'software tool
.used to _

: presentécf iS e
orlgtnallt-y§=sg

expert s expect

The : 3ils of thesetf:rzansaci;ieqt Iog (for example
-the conF guratlon of the hardware mc!ud;n@ the. stprage devices,

-the path and ether detalls of the dl_gital Ioc"*tlon where the

9.6.2 The specuﬁcat:on and the conﬁguratlon of the software tool
used to extract the" transaction logs. [For example, Apex
software tool used to extract the transaction log of an SQL

Server Database]
9.6.3 The output of the software tool after loading the

transaction log. [This can be produced either as a text file or in
any digital but human-readable form that is convincing to the

judiciary]
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9.6.4 Screenshot of the relevant portions of the transaction log
(mentioned in 6.b. above) to prove or disprove the originality of
the transaction (or a set of transactions) in question. [These
relevant portions include the portions that explain and detail the
transaction including the portions where date-stamp and time-
stamp of4he transaction do appear.]

9.6.5 A statement by the expert who performed the forensic
task that the details given vide 9.6.1. to 9.6.4. above are correct
to the best of his / her knawledjg,e and belief

(ﬁl::v_ E‘h’“ eﬁert in the court as proof
: - vidence. If found ‘necessary,
a ‘u,__"‘.all or of a webpage)

9.7 Source code p:e

any source cod
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) '_ aHer ,_.adlng the source
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_:(mentiongd in 9’7 3/ ?’a?ove]”‘te %re% or gﬁ’ rove the orlgmallty
of. the e[ectronlc evudence;n guestion. [];pesa relev‘ént portions

|nc1ude the pomons that explaln andjstfbstantlgte the electronic
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ewdence z,:_,;__r";:i‘%Ilng the-m-»dateﬂstamp @?% tlme—stamp of the
creatlon / magipuggflm gf t%he? -}_ect’ on |deg :

9.7.5 A sta"tem_@nt by the expert W!;e performed the forensic
task that the detaﬁs ‘given.vide-9:7. 1. to 9.7.4. above are correct
to the best of his / her knowledge and belief ‘

10. = It is mandatory that the statement should be s:gned by a
person occupying a responsible official position in relation to the
operation or management of the relevant activities and that the
statement is made to the best of knowledge and belief of the person
making it. As a result, not all investigation officers can certify electronic
records as evidence as they may not be the persons who actually
extracted the electronic evidence (which is a point often raised by the

Page 7 of 9



defense lawyers while challenging the genuineness of the electronic .
evidence submitted by the prosecution). It also means that, any
electronic record extracted by any other person (and certified and
presented in the court by the investigation of‘ﬁcer) has no legal
standing. Only the person who actually extracted the electronic records
(from its digltalfsource) can certify certain minutest: aspects of the four
conditions under Sec. 6SB (2). S0, the. Investtgatmg Officers are
advised to ensure that the person who actually extracted evidence is
made a s:gnatory and also, a witness.

11., - On the authorlty* f the "'[‘c 'J;ype experts to extract electronic
5 lan E,wdence Act says, only
the lise of the .computer

the use of the C rt
12 In. order to obta n. electrom‘ “’lde__lce -rom outsnde India, all
Invest:gatmg Ofﬂcers are. adwsed to. lnvoke Iegal prov:smns of Letter
Rogatory or MLAT (Mutual Legal Assustance Treaty) or UNTOC (United
Nations Conventlon against Transnatlonal Organlzed Crime) or any
related mternatlonal ‘treaty. For" example in order to. obtaln evidence
- from the Yahoo Em ail ‘'server (wh|ch' is., physucally Iocated outside the
Jurlsdlctlon .of the Indran lud"”*la'"”')",b \___st:gating Officers are
advised to mv%ke the Iegé1 provision hf\-en;loned above and thus, avoid
the challenges by the. defense lawyer (They may argue that such email
~evidence, if “certified” only by a Mocal” Cyber forensic expert, is legally
invalid). : :

13. Investlgatmg Officers are advised to get the results of the Cyber
Forensic Software Tools and Apps formally substantiated and attested
by an expert. This is because the judiciary may not treat an inanimate
object (e.g. a forensic software package or other digital products like a
digital image or a video clipping) as an expert and so, may not treat
results produced by any forensic software package as valid evidence or
expert opinion. So, Investigating Officers are advised to get the results
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of the Cyber Forensic Software Tools and Apps formally substantiated
and attested by a person occupying a responsible official position in
relation to the operat:on or management of the relevant activities.

14. The Investlgatsng Officers are advised to avold or minimize oral
witness by ensyring submission of complete, conclusive, informative,
clear, and self-explanatory cyber forensic report. At the same time,
they are advised to ensure all those who extracted thé submitted
electromc evudence are made expert witness, as according to Sec. 45A
of the Indian Evidence Act, yvhen fn a proceedmg, the court has to form

an op.'mon on any mat er mformat.'on transmitted or
stored :n any coqu:tg ,,f'-_'sgur Er electronic or digital form,
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oW 65B as much
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Note: The content of this Circuta?ﬁ"a's bit technical, tastinad in The Indian Police
Journal, Vol. 66, Number 4, October-December (2019), published by the
Bureau & Police Research and Development, (BPR&D), MHA, New Delhi, jointly
written by Loknath Behera IPS & Dr. P. Vinod Bhattathlrlpad Chief Technology
Officer, Kerala Police. DPCs shall make efforts to make all SHOs & others to
understand the content.
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